LiveNA Quick Start Guide

Introduction

This LiveNA Quick Start Guide will provide you with the necessary steps to set up the LiveNA
software, as well as the network configuration needed to ensure LiveNA can integrate with
LiveNX, collect relevant data from the network, and deliver enhanced Insights.

Integration and Component Architecture

/ Customer Premises \

o

LiveNX Users

LiveNX Server Insights

“"Queries”, SNMP data

LiveNX Node(s)

LiveNA provides Insights for devices that are already monitored via LiveNX. It is a physical
appliance that sits in parallel to LiveNX Node collectors. It usually resides in the same data
center as LiveNX Node(s). It is accessed and configured via the LiveNX Operations Dashboard
(WebUl). All management communication is accomplished via REST API. Any SNMP, Alert, or
other data is used by LiveNA is accessed from LiveNX's datastores via REST API.

LiveNA also acts as a Flow collector. It does not request Flow data from LiveNX, but instead
receives Flow directly from the monitored devices. It is recommended to use a UDP repeater
such as the Samplicator that is included in LiveNX Nodes to efficiently and transparently
deliver Flow the LiveNA Appliance.
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Configuration

This following section details the steps necessary to integrate LiveNX and LiveNA together.
At a high level, these steps are:

* Validate LiveNX Environment

* Install and Stage LiveNA Appliance

* Open Required Ports

* Configure NetFlow/Samplicator

*  Setup SSL certificate

¢ C(Create APl Key

* Configure LiveNX to connect with LiveNA

* Add Devices to LiveNA

* Define Custom Application Groups (Optional)

Validate LiveNX Environment

LiveNA is a system that provides further insights into the data available to LiveNX. It is
assumed that LiveNX is already in place and successfully monitoring the network
infrastructure via SNMP and NetFlow. For further information please visit: https.//
community.liveaction.com/

Install and Stage LiveNA Appliance

Afterinstalling the LiveNA physical appliance, the LiveNA console must be accessed to define
the IP configuration for network connectivity. The LiveNA console is accessed via the
Integrated Remote Access Controller (iDRAC) built into LiveNA appliance. iDRAC lets you
remotely access the device as if you were in the same room as the platform. Using an Internet
browser, you can easily perform tasks such as accessing a remote console, reimaging the
platform, rebooting, shutting down, and powering up the device. By default, the IDRAC IP
addressis 10.10.10.22.

1. Loginto iDRAC WebUI, the default credentials are: root/liveaction.

Ew

Integrated Remote Access Controller 9

iDRAC-3F571S2 | NOT FOR PRODUCTION | Enterprise

Type the User Name and Password and click Log In.

W Security Notice: By accessing this computer, you confirm that such access complies with your organization's security policy.

Action

Online Help | Support | About

2. Click on “Launch Virtual Console” (*Enable pop-up's if your browser blocks).
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Emmnmammslm 20
Dashboard
=
= System Health # System Information Virtual Console
Host Name 3 aldoma Launch Virtual Console

3. Select[1] Static IP Address to configure LiveNA's IP address, Netmask, Hostname,
Gateway, DNS server(s), Interface, and NTP Server.

I 3 ) e N [ ey [ ey

4. Itisrecommended to change the LiveNA shell access credentials by selecting “[4] Reset
SSH password.”

Open Required Ports

LiveNA utilizes a gRPC connection to the LiveNX server for all communication, but Flow. Flow
is delivered directly via the infrastructure devices or via a UDP replicator. If a firewall(s) is in
the connectivity path, it will require the following ports to be open to allow connectivity:

* UDP123-NTP

* UDP 161 -SNMP (optional)
* TCP22-SSH forcli

* TCP 8443 - Live admin

* TCP 34524 -gRPCAPI

* UDP 2055 - NetFlow/ IPFIX
* UDP 6343 -sFlow

Configure NetFlow / Samplicator

LiveNA acts as a NetFlow collector. Flow can either be sent directly to LiveNA by configuring
additional Flow destination on the infrastructure devices or by a UDP repeater (preferred)
such as Samplicator, which is included in the LiveNX Node Collectors. For further information
please visit: https.//community.liveaction.com/
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Setup SSL Certificate

LiveNA and LiveNX communicate over a secure gRPC channel. This is secured using SSL. Out-
of-the-box LiveNA generates a self-signed certificate, but a CA signed certificate can also be
used and is recommended. This following section outlines how to install a CA Signed
Certificate.

A. LiveNA SSL Certification Setup

1. Certificate verification — To ensure that the import of CA-signed certificate works as
expected, the CN specified in the certificate should match with the host name of the
LiveNA server. LiveNX should be able to reach LiveNA using that host name as well.

2. Access the LiveNA shell - Use ssh to access LiveNA's shell.

Copy CA-signed certificate to LiveNA — To copy the certificate and key files to LiveNA, it is
recommended to use the tool such as scp to perform a secured network copy.

To copy the certificate and its key, perform the following:
$ scp [certificate] admin@[LiveNA IP]:/home/admin
$ scp [key] admin@[LiveNA IP]:/home/admin

where [certificate] isthe path of the certificate file on the local machine, [kxey] isthe
path of the key file on the local machine, and [LiveNa 1P] isthe IP of the LiveNA
Machine.

4. Convert the certificate into a java keystore format — LiveNA supports the certificates only

in keystore format. Therefore, the first step is to convert the user’s certificate file and key
file into a keystore file:

* Onthe LiveNA shell perform the following:
$ openssl pkcsl2 -export —-in [certificate] -inkey [key] -name server -
out livena-PKCS-12.pl2

where [certificate] is the file name of the certificate file, and [key] is the file
name of the key file.

*  When prompted with the export password, use:
3i3FGY7c1WMWQTz2RSKg

This command will generate a file called 1ivena-pPrCs-12.p12. With 1ivena-PKCS-
12.p12, we importit into a keystore format file:

* Onthe LiveNA perform the following:
$ keytool -importkeystore -deststorepass 3i3FGY7clWMWgTz2RSKg -
destkeystore public-grpc-server-ca-signed.keystore -srckeystore
livena-PKCS-12.pl2 -srcstoretype PKCS12

*  When prompted with the source keystore password, use:
3i3FGY7c1WMWQTz2RSKg

This command will generate a file called public-grpc-server-ca-signed. keystore.
This is the keystore file that LiveNA reads in for SSL connection.

5. Replace the self-signed certificate with the CA-signed certificate — With the new file

public-grpc-server-ca-signed.keystore, we can replace the self-signed keystore
file with the CA-signed keystore file.

*  First make a backup of the self-signed keystore file, if it exists:
$ mv /data/livena/data/public-grpc-server.keystore ~/public-grpc-
server-self-signed. keystore
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* Next, move the new CA-signed keystore into the the data directory of LiveNA:
$ cp public-grpc-server-ca-signed.keystore /data/livena/data/public-
grpc-server.keystore

6. Restart LiveNA Server - Restart LiveNA server to load in the new keystore:

$ sudo service livena restart

B. LiveNX SSL Certification Setup

1. Remove the self-signed truststore file — With LiveNA now using a CA-signed truststore
file, LiveNX will need to drop the old self-signed truststore file if it exists. From the
LiveNX shell, do the following:
$ mv /data/livenx-server/data/live-insight-edge.truststore ~/live-
insight-edge-self-signed. truststore

This command moves the 1ive-insight-edge.truststore truststore file tothe
home directory as a backup.

2. Restart LiveNX Server — Restart the LiveNX server to load in the new truststore
configuration:
$ sudo service livenx-server restart

Self-Signed Certificate

A self-signed certificate is already generated out-of-the-box based on a default network
setup. This generated self-signed certificate assumes that the network interface that will be
used to connect with LiveNX is ethO.

A. LiveNA SSL Certification Setup
1. Access the LiveNA shell - Use ssh to access LiveNA's shell.

2. Locate the self-signed certificate - The self-signed certificate, named public-grpc-
client.cert, is in: /data/livena/data/public-grpc-client.cert

This certificate contains the identification of the LiveNA machine using the IP provided in
the network interface.

3. Transferring the self-signed certificate to LiveNX - With the certificate, it needs to be
transferred over to LiveNX so LiveNX can properly identify LiveNA through scp. In the
example command below, we assume that the IP of LiveNX appliance is 10.0.0.1:

$ scp /data/livena/data/public-grpc-client.cert admin@10.0.0.1:/data/
livenx-server/data

This command copies the certificate over the LiveNX machine into the directory:
/data/livenx-server/data

4. Creating a truststore in LiveNX - Now that we have prepared the certificate for LiveNA,
and copied it over the LiveNX, we need to set up a truststore in LiveNX to tell LiveNX to
trust that certificate:

$ cd /data/livenx-server/data

$ keytool -import -trustcacerts -file public-grpc-client.cert -alias
liveNxClient -keystore live-insight-edge.truststore -storepass
2pLTYHW1lglbZrLDFuBSi

This command should generate live-insight-edge.truststore file under /data/livenx-server/
data/ directory

5. Create APIKey - LiveNA comes with an executable called auth-management. This
executable serves as the internal tool to create, list, and delete API keys within LiveNA.
This key will be needed for by LiveNX during LiveNA configuration.
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To create a key from the LiveNA shell, do the following:

$ auth-management -create LiveNX
Created client token for "LiveNX"

Client ID Access Token

LiveNX

AnnxerPFL8PLjewvJhVIPQSaDn1RmOThlY+njWzB+HU=

As the example shown above, a Client ID “LiveNX,” with the API key
AnnxerPFL8PLjewvIhVIPQSaDnlRmOTh1Y+njWzB+HU= Was created.

For LiveNA to recognize the change, LiveNA will need to be restarted:

$ sudo service livena restart

If a key has already been created, it can be viewed via:

$ auth-management -list

Client ID Access Token

LiveNX

AnnxerPFL8PLjewvJhVIPQSaDnl1RmOThlY+njWzB+HU=

Configure LiveNX to connect with LiveNA
LiveNA is configured via the LiveNX Operations Dashboard (WebUI). To establish the

connection:
1. Open LiveNX Operations Dashboard (WebUI).
2. Select Configure > LiveNA.

LiveAction™

TOPOLOGY

DEVICES: 32

= STORIES
| ] ]

Al REPORTS (i ] DEVICES F o

® NOK-C-15

led LiveNA

CONFIGURE

® @ & & & & & o ° 0 0 0

3. Click Connect LiveNA

INTERFACES: 551

INTERFACES

® FEthernet1/3|N9K-C-15

GigabitEthernet0/1/0IC4331-B-17

GigabitEth

® @ & & o & & o o o 0 " 00000
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LiveNA

There is no connected LiveNA system. /

4. Enter the host name, port number, and API key of LiveNA.

Note The API key was created from LiveNA's shell in the previous step.

connecTLivens  hostname from the cert

Hostname *

livena. liveaction.com

Port*
34524

API Key *
plas0BQsA1FdpvCmsdXANhg4mGXEggHgakAHSMNZTV W=

Note For Self-Signed Certificate, use IP address instead of DNS name.

CONNECT LIVENA

Hostname *
[romrasJe———IP Address

Port*

34524

API Key *

Cancel m

5. Verify the status is Connected
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= LiveAction

LiveNA

LiveNA Status

Hostname:  livena liveaction.com Port: 34524 Status: @ Connected

LiveNA Quick Start Guide

aod

DEVICE MAME 5 NODE

Add Devices to LiveNA

LiveNA must be configured to monitor devices that are already in LiveNX's inventory. To

enable LiveNA to monitor devices, follow these steps:
1. Open LiveNX Operations Dashboard (WebUI).

2. Select Configure > LiveNA.

NX
A maiN
tuses
& TOPOLOGY
DEVICES: 32
= STORIES
. ! |
bl REPORTS (i} DEVICES [
® NIKC15
L ]
@, LiveNA
o (
L ]
/& CONFIGURE .
. y

3. From the Monitored Devices tab, select Add.

INTERFACES: 551
. |
INTERFACES [

® FEthernet1/3|N9K-C-15

GigabitEther

GigabitEthernet0;

eth0|AppleFastlane4331

eth0|Cat9

recapture

Connect
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= LiveAction

LiveNA

LiveNA Status

Hostname:

HX

Iivena liveaction.com

Port: 34524

Status: & Connected

DEVICE MAME

4. Select the device(es) LiveNA should monitor

ADD DEVICES

DEVICE NAME

a

cat_9%k_1.abc.inc
asr1001-x.abc.inc
cat_9k_2.abc.inc

ASR-9K-A-12 liveaction.com

< < TN < < < <

€s3850.abc.inc

NODE

Local

Local

Local

Local

Local

Local

& SmE

Unspecified
San Jose
San Jose
San Jose
PaloAlto

San Jose

I

5. Once devices are added, the Monitored Device tab will look similar to this:

[=  LiveAction

LiveNA

LiveNA Status

Hostname:  ivena.iveaction.com

Port: 34520

CatgicappLivecapture

PACSR 250
WFP.ACCESS SW.iveacton.com
PaComsamplicator

weisRaz1

casanc1r

Netscaler

PAG020

WEP-WAN-CORP-4k veaction com
AWS Elstic Beanstak

Local
Local
Local
Local
Local
Local
Local
Local
Local
Local
Local

Local

PaloAlto
Paloatto
Paloalto

PaioAlto

HNL Honolulu

Palokito
Unspecified
Paloato
Palotito

Unspecified

AL Honolulu

AWS Insignt - Oregon

£ REGION

b

Cancel

B w1 e 0 635

View Device Management

Define Custom Application Groups (Optional)

Deete Configuration

LiveNA Quick Start Guide

Recheck Status

LiveNA will automatically discovery the top 100 applications (by volume) on the network. This

list is dynamic and will change over time with the conditions of the network. In addition to

the top 100, specific applications by can continuously be monitored by LiveNA via Application
Groups defined LiveNX. To reference these application groups, follow these steps:

1. Open LiveNX Operations Dashboard (WebUI).

2. Select Configure > LiveNA.

Page 9 of 13



LiveNA Quick Start Guide

NX
# MAIN
luses
& TOPOLOGY
DEVICES: 32 INTERFACES: 551
= STORIES
I . [ |
|\l REPORTS i ] DEVICES F o INTERFACES

® Ethemet1/3|N9K-C-15

fed LiveNA

/# CONFIGURE
(FP-CORE-CORP

C

Beanstalk

Hostname:  Evena Ineaction.com Port 34520 Staux: & Connected

4. Select the application group(s) LiveNA should continuously monitor.

ADD APPLICATIONS
Q
APPLICATION GROUP o APPLICATIONS
group-test imaps, iop, LiveNX
|
] 1 | 4

Cancel
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5. Once application(s) are added, the Monitored Applications tab will look similar to this:

Port: 34524 Status: @ Connected

View Device Management Detete Configuration Recheck Status Edit Connection

poerto peer st et

Iseek, tomat b ito, prfect dark, pando, dt, diectconnect, ares, fc2,soribads, winny, winm, share, K 1, bitcoi, ¢

oraclegroup oracte oracie, oracie-ebsuite-unsecured, oraclenames, oraclenetgcman, oracle-sainet

Ketberos-grow Kerberos kpasswa

Imap,imsp, secur
Kal, e, playstation-store,doom,directpiaye, callof-duty, Dizwow, et xb0x-web-port

eudorasset i

cve_ostd, entrust-asas, hdap,radius, hrinkwiap, isco-nac, Codauth2, pix-3-ca-1, gss-tp, o, s, en.

diectpay, game.spy, st lestory,

hrouting, bmpp, ik, msp, mpp, s 1 i exchange,lotus notes, maikservice, mapi

codimatp

salestorce

Using LiveNA

LiveNA is access via the LiveNX Operations Dashboard (WebUI). Once LiveNA is configured, it
will learn the behavior of network and provide insights of anomalies. It takes 4-5 days of
learning before LiveNA provides any insights. After the initial learning phase LiveNA will
continue to update its baselines and understanding of the network over time. There are two
pages that provide visibility of the insights; Summary and Network Analytics. These are

LiveAction.com

outlined below.

Summary

To access the LiveNA Summary page:

1. Open LiveNX Operations Dashboard (WebUI).

2. Select Analytics > Summary.

NX
tuses
& TOPOLOGY
DEVICES: 32
= STORIES
I R
Al REPORTS (i} pEVICES e
® NIKC15
L]
2, LiveNA
L]
L ]
L ]
.
L]
CONFIGURE °
L ]
L ]

A1-uth, xns-ch, xns-courier, xns-dp, s ma

INTERFACES: 551

INTERFACES [ o

Ethernet1/3|N9K-C-15

T8 @8 & @& @& & ° & &

3. The Summary page provides an overview of the Insights and anomalies detected by
LiveNA. Filters can be used to focus the view to specific devices/application/etc. Clicking
on the Widget details will pivot to the Network Analytics page with appropriate filters

applied.
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Summary
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Network Analytics

To access the LiveNA Summary page:
1. Open LiveNX Operations Dashboard (WebUI).
2. Select Analytics > Insights.

NX
tuses
TOPOLOGY
DEVICES: 32 INTERFACES: 551
= STORIES
I R [ | |
Al REPORTS (i} DEVICES [ e INTERFACES [ o

# CONFIGURE

tic Beanstalk

3. The Network Analytics page the details of the anomalies detected by LiveNA. Filters can
be used to focus the view to specific devices/application/etc.
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Sortby Date: Recentfirst -~ then by Anomalies Number  High'to Low

C4331-8-17 | snmp Bandwidth Insights Outbound

Jun16 aun.18 Jun. 20 Jun. 22

C4331-8-17 | snmp Bandwidth Insights Inbound

15

BitRate (Mbps)

Jun.30 a2

Jun16 Jun.18 Jun. 20 Jun.22

Jun.30 .2

site:
Total Anomalies:
Peak Bit Rate:
Average Bit Rate:

Latest Anomaly:

siter
Total Anomalies:
Peak Bit Rate:
Average Bit Rate:
Latest Anomaly:
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Last 30 days trend

PaloAlto
s

14.357 Mbps

1539 Mbps.

14.Ju1 2020, 10:00 (GMT04:00)

Last 30 days trend

PaloAlto

@

1425 Mbps

1,458 Mbps

141 2020,10:00 (GMT04:00)
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